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Abstract: Fully homomorphic encryption does not support nonlinear homomorphic computation, making it diffi-
cult to directly implement homomorphic ReLU evaluation in privacy-preserving machine learning. Existing
schemes that employ high-degree polynomials to approximate the ReLU activation function involve large-bitwidth
modular multiplication and high-degree polynomial multiplication operations, resulting in limited system through-
put and low resource utilization. To address this, a CPU-FPGA heterogeneous collaborative architecture was pro-

posed for homomorphic ReLU evaluation, with the CPU executing high-degree polynomial approximation and the
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FPGA accelerating homomorphic polynomial evaluation. Specifically, a segmented lookup table modular reduction
algorithm was first designed. By means of a two-level decomposition mapping mechanism, large-bitwidth modular
multiplication was converted into parallel high/low-bit lookup table operations and linear combinations. As a result,
the modular multiplication delay was reduced by 97% compared to the existing state-of-the-art scheme. Secondly, a
dynamic resource-reusing CG-NTT architecture was proposed to optimize polynomial multiplication efficiency. Re-
lying on a fixed memory access pattern, a dynamic table reuse strategy was implemented. Compared with tradi-
tional NTT architectures, 15%~37% of the computation units were reduced, and 45%~~50.8% of the operation la-
tency was decreased. Finally, a CPU-FPGA heterogeneous acceleration framework was constructed. Through a
phase-tuning interface and a resource coordination mechanism, a speedup of 21.4 times was achieved for homomor-
phic ReLU evaluation. The feasibility of the proposed scheme in accelerating ciphertext inference was verified by
experiments, although the most time-consuming bootstrapping operation still had to be executed on the CPU side.
Therefore, future research will be focused on the hardware acceleration of the bootstrapping operation, in order to
further improve the practical performance of the ciphertext inference system.

Key words: fully homomorphic encryption, lookup table modular reduction, CG-NTT, ReLU activation function,
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HAEAE R 2 HATEE S5, DLtk yesE Frise )
TR, Hi, H5REARBEEEREML, ZHiE
HATEEIMAFSMOE GRS, RITEACAAE /N
FEY g, il 8 4
222 FHEXRIAHS

1E CKKS 77 &H, AN A S5 4% 1% SC R F 1)
B AME, F T E A TR IEA—
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CG-NTT B S VIR, SOl T SCREAR RIS 2
(B SCHE T IR TR ThEE, MM sSE &R R R
Mo BRME, X THE SR L CG-NTT g
B, AN TS FL RNS 4 ) B R AR A

{aptpdn) S gl (D)
BT R A SELA SR A2 50 (RIS
PREHIED A ReitATIE 5, RIIX A% 501
BEANFRE A TRES.
EEX ARG IR R R TR, AL
5 F FPGA # 7 B L B 5 AR 1 sh &AL A6 7
o fEESCIHE BN B, R Uiz H
T SRIEBOGEHOE N M) FRES, MABIRAR
T 3R FT &7 F ) BRAM [X 8, 38 it 2 2 5 B HL
il i 23 e 45 e i IRl 7 A7 A B o6 . BT CG-NTT
JIT 5 F R 2 DR R o 4l B S S s AR B
BT WA FERSI SR, HA G fE T AR
IKERZE N A I, T8 G R B AS T B 51 N Ao
AL . [RIR, e DRl FANZE 0 B o P i 1)
BRAM 78], &5 5¢ UE LRURBEG, AN R —
R s TR T R AR e
ARSCR AT BRAM [X B i) 3% 48 i 5 3E 4T
W EALCE . KA R AN A
BRAM % FH (1 A R 3R L 8 Oy — AN m] i
B X, HRK/AN—MN2~44 36 kB[] BRAM
o fEENAE MBS T, Moy mEELE MU
B AR 20 FRT P K 2R AT B N e .
TRUBENE, ERELENRAEFLENY
Wi ] 20 AN T . EC B A e T AR e R
IRREE, {HH T & BRAM X oo i ii &
SRRET AR TG B E TR KR
R EFCE T, TLLS CG-NTT it /K 28 1 [
AAGB I BAFEICES, A ORIE 3D 2 BHE B H A
ST B KL . 45 & 58 2.2.3 /N3 1
W — i H PRI, LL1 02440, 4PEIHE
0 1) CG-NTT A6, 3B ] 5 4 TR 3 A5 AT
B 5INBUIM AE
223 TR - F R AR A
% [& 3| FPGA 1E CG-NTT & /K 14 BT 75 1)
UM 7 R 2 AP (E— eI 2, i S BUER 5N B
T, AR B A EE T R, Wt 7 i —
E R KL : 7E CG-NTT W 12 H 11 8] B
M, FIHBE# WAV (direct memory access,
DMA) #fil#, Ak T —Z2HEMBRIRERS
BrRMFIMAETRE E R LR, X—
TR T W gmiEZ E AR R K &R, 18
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SR RE T FSPAT BN FAESS, W SE7E FPGA B3 A7 £ B3 VRS BE A 5L IR 2
PSRRI R E LS, R E s T e e AR E .

d R RO A A Bt Xt FPGA [ 5€ w5 BT BRe Pk, AR SCKs

PL1 02407 44 PEIFHEAZ LI CG-NTT Ny
i, LA B G0 AT £ B % A — 5P R K
2, FIHIZHE RN ERMEUE . 1E1%
ZHECE T, NTTHE® LF 21280 4 F A5 &
THEBS, SR, FESCBRBATI, R gis FAT
TR — S — AL BB, I AN
PE 1% /0 Z [ I FE it U7 I rp 5%, B SR RK e A
AL RE Gt LB, A R AR L B AR L
H2130%, BPZY1 664 A JH . A SCIE &R ix 2
IR R AR, SERE AR E e
i s TR, AR~ |k, fEh—
SO R SR G755, DMA #5i2%
BT —RNTTHE LS HENEERELF, RS
MR 12 5 S 2 FL T AR RO B RS S TR, O
A I W AR AL e R T o DL 1 024 7 N, b
BRI {0 0" 0, 0™ 0™ . B, 1E
NTT AR BB B rb, 1 SR A 36t U e v A
PR R 1, BT R - R — R T S s ik
CIERY5 A
2.3 THE[E FPGA B ReL U B5E of 2 22 W s\ oA in
RER

Re LU 03 bR 5 (49 A8 47 o sk T8 M 9 K% 0 1k
i H—, BIANZESCEURI YRR G4k
) FEAEGRE TR RS R, SR A
TR A SR o = A D25 2 (3 NP - S
WO PR BT B RS AR BN AS T Clnda NS & B
AES oy BOR AR NS 5[] e AL S 22 b 1Al A7
TER P o, JERMKZRIHZE . ARTTHEH —Fhs)
AATEM PR IEEN, ET RS RS
TR R, T ERERE SR 2 (R
WY, SEPE ReLU 5 1) v R5CRE A Bl S5 s 3 ik
CPU-FPGA I 5% Y 3 M 73 B AL 1) 5 die a2 Ak
P FI IR, AR s S B AR SR R A
SR .
23.1 A THT REMEL 49 R4 ReLU AL
&% R LA

A AR Y — R 7] FPGA ) ReLU 0 B8 %1
Z O AT UINIE 7 %, DL AL 48 ReLU I AL )5

ReLU RER RNy = x Hsgn (x) R G LM :
ReLU (x) = x(0.5 + 0.5sgn(x)) (12)

1% SRR iR R B AR R MR RRAE B U R A
sgn(x) SEMIBHNE GHE, UETREE2 0
T BB PR A A S

HH T sgn (x ) fEERT BRAT e 1, ASUR A A- B
Ik /s — ik 5 Remez ik i 15 2 ReLU B
a2 miAp (x), BEANEEGLEN, FH
TeiF - INiFas R AF B Rk

ReLU(x)=x(0.5 + 0.5p(x)) (13)

2 WX 2% 1 A ReLU % A\ VU Bl 1 21 8 48
b, #B> FECEAFRLT R, B, ARSI S)
LR 4 UK AT R ReLU S N 9N AR &2 )9 — 16 [X [7]
-1,1], @B rSHEEN AR —IEREEZ. L%
WER, X —TJ7 VAR R 2 BRIy E BRAM B 5
M, HIGHE#A.

R T R 2 AT B, A SCET
Minimax #E W () 2 & 2 DA L5k, 46
FPGA Vit /K& & 1T AR, KAk 2 Tl i A
RZE 1«

P =Py (14)
He, BT 2 I p, X BT 1) 5OR 2 4
JG, AL IR K SEEUR S SE 5

R PREE R i ANESE, &R Remez HYE R AL,
ARSCRFHIX BT e TEAX R [-1,-¢ JU [ &,1]
by p(x)Fsgn(x) FIZEEHRENT 27, He
—NEZIE O W /NIESL, o RN TR I E s
e, BIZNEGHS 7 DR B 0 gk B . 2 AT ik
AT O FPGA 5E RUEE 0 KRG LR
[F) IR 93 /D 3% 4 B UV FE o

FeT sgn (x) A X FRMELIR, AR S HKH
AL 22 T AT PR AT Mg I

p(x)=-p(x),¥xe[-1,1] (15)

SR, H AR 2 A IE S AT R S sgn (x)
fEx = 0 b HIBY BRANVE S AFAE AR PP 5, T 8L
ABLRR TE O A4 3k BB R v, BV Aol 22 T X
p(x)TE0 ST -1 ok ETHE 1. I RN 4
Ji, FIRRA:



144 W2 5515 1.2 2 4

12

lim [ p(€) - sgn(e)|=1 (16)
e—0"
Hr, e RN ORI T 0 R &, %GR
T A AR IE T R ZE AN e T T 0TV 2%

1.5 -
- = sgn(x)
— TH £ T
LoF 7 X
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® oot
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-0.5F
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S REN 2 EHEEXE[-v]W, AT
T O 22 T X R B A2 — 1 A e 9 3 40 1 1)
B, p(x)FE L A%

pr(v)=1pCEv)~-1 (17)

Y5 p (x)7E v R REIFA, RN EAAT

PLA3 30 :0(18).

alz%(l +O) (18)
H, a 220X p(x)hx i R2%, B2ZHAE
0 AL FEUE; CNZ I REL.

N T RSSO B, AR SR AR T
Fto Mg x| <v(ve(0,1))iF, p(x)7EE gL
RS GIEINASPE

%x:():%?%(l"'(?(v})) (19)

Z A7 29 R AE I oL 2 3T 2 7E 46 4 X 1R
[—vyv | Y S: fEx e [0v]BF, p(x) B BTt
WA Iy BIEMHK. B, SO UX ) A
BIGR I [-1,1] 8 — 45N [ -] (v < 1), BEA
X E)AE /N, py £E 0 s ) IE AR SORHE TH 1, M
MM A% ReLU 7E 0 s Bz bk i 22 & 25 P A,
5P . LA G B IXC 1) 4 T8 S g 1 R

|p(x)-sgn(x)|<27” (20)
Her, pRMTHEHRENBES .
N T SEL T EY 2 AT TR A, A

BB BINFT AR LV AR AL, RIAE
FPGA 3ty 5 F X RV i TR PR 5 v B H S, (643

AP — 0 > 2 LT L B (9 BRAM
51 (90 30 A
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0.5 H— B2 ux
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' oot
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0
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JE R
0.4+
wm 03}
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' ool
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(fm——————————————
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HINE ()
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-=- ReLU(x)
0.5 H— HE4i 2T (0~0.5) 1
JEEIRE
04
w03}
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ool
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1 ) P
_01 1 1 1 1 1
-0.4 -0.2 0 0.2 0.4
B NE(Y)
(c) B4 X [E](v=0.5)
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N TR QR AR, RS X ) 4
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AR FH = KM 528 CPU-FPGA i 54T 45 1 3
A I

1) & T U8 SEAL [R] 25 0 2 3 A P
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JE UE % N G i 938 BE FPGA T 50RE 15 S0 22 T
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2) GIF It BRI 2 Tk d 5 NTT A
NIR d x N, Fifli FPGA ¥ ReLU BR £ i1 S}
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233 FMED LT
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2k, Wi EFREINEN ReLUMI N L (B4
NETAE 2N RED M FPGA, HARRA
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THERIBIARE (U1 f AT AE R v 1R S B
B FEEREUEE RS A K —FR T
Z 4, EFHEFEDERZ IR SE (S
Hd. WX -v,y SR ETD . oL
PR B PGS Lt DRIy S 2 Ve A PEREI .

R CKKS J5 58 8 SCHUR st it i BA7F
figfrhhy, ASCHREH —FhE T S AR aE I
AL, B CPU-FPGA 544 R 40 H 1) e 4 2% S0 %
o FH A7 B R A7 TE S M AL, Wi 8 iR . TR
CPU ¥ 56 OB 17 5 AL w5 Ab 38 J5 , 33T PCle
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FEAE I BE ) B D A% o A EUR F
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R AP, AT D AL E A R T In)

U S-LUT MIZh 25 CG-NTT A H 2 11 0
PR T AT I BOR R AR, (H B UX S A
FPGA SEIUPR SR . A2 |25, 5 i i 2 3k

Jie 55 4
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i, ELFE W RS ) 40% LUT B3 P S 3
S-LUT;  dnfaf 4 FLAT S AR i 1 1) | 26 720 IRk AT
P, RIFEFPGAMHATIHHELS s &kt B
ZEHAE P R D) 4, R G AT SRR [R) A% B
B, IR L) AR R AT G 4k TAE R — S IR

3 LIg

31 XBWERE

AFFET Xilink R4 FPGA -G SCHUELE s
%, RIS SE R RNESAE . SR o AR
HHIIATTHRAESE Y AL, 7E Ubuntu 22.04 LTS 5
Gr bSeRE . B SR F CPU-FPGA 4244,
H #5746 4 Xilinx Virtex UltraScale+ XCVU9P £&
%) FPGA J% Intel Xeon Silver 4214 CPU., FH.rf,
FPGA “F & e K LAESi %4 825 MHz, A A LUT
PEYE N1 182 2404, W DSP ¥ N 6 840 1,
AT BRAM 842 160 B,

HT M)A R (ring learning with errors,
RLWE) i CKKS J7 Z M 4= [F A I 2 4844,
HAZOLSHRCEWT: 20 EER N =2" =
4096, WETHEAMRZIX /(X" + 1), Bk
R F FHE 3 B0 3 R85 B 3R g = {q, =
39 bit, ¢, = 35 bit, ¢, = 35 bit}, HFHIEHE S g, =
2% = 2% + | SRR RO SRR L, T
AR g, ¢, TR
3.2 ERFRIETEMMEEITME

R EER S, R EOE T AR
B 5 B SR 4 R AR R A

J7iEBO B TR A AR R S H 7RI
oA ST ) oy B A R R A IS B T R
b st o 43 3l 5K 128 bit. 256 bit. 512 bit Al
1 024 bit BEEGHATILS, H AT S DAL 2 A B
2" AR R B R A Ay e, DR, FHE 32 frig 5
TR, iz H ¥ Xilinx Virtex UltraScale+
XCVU9PF & b5,

P38 B RE T LE LR 1. RS S I AR Ak
W& — AR A 10 s SEER g KR, 7
B A R R AIE B 715 /E 128 bit. 256 bit. 512 bit
J 1024 bit %37 50 NS 7B RTERER L.
fEXCVUIP ¥ & |, 7 BeEHRF M Is H Ik
ANFALFE 5 T (I AE 5357 9 8.63 ns+ 15.57 ns.
26.79 ns F1 50.15 ns. AH bl JE - 1 057 £/ B9 ik (1)
5 BT R A A R A T VE, B R
FAGLIS T T7 1R ZE PR IL 2 96.8%~97.5%; Tk
G A RIS B 15K H 2 94 & 211 5 V-4 DSP
A EAEAE BRI AE A, (HAE 256 bit. 512 bit.
1 024 bitFrFEdH 5 N, FHFIE & T 70 BE A R R A
BE I

43 B R RATE 7V S 1 RE PR 32
VR T8 2.1 WHIAE AR 2R M R0t B E AR ElE
TR R AL R ] S A 3RS TR R RN, b
T W E IR B R I R ZE . A
53 BB R RATIE 55 1A AR ) SiE A D 28 1
KREE AR, AR A B A T IR Tk
TREA A S BF LR ) fai Tk bein, M 128 bit
P REF|S512 bit, 73 B HERARIE B I E 1Y

*1 REHEMEEXL

Wit 51 KL% /bit SHT & IR} 4iE /s T
128 280.8 9.7 x 10°um’
BT AR B ik T3
e o 256 GF 22 573.92 19.7 x 10°um
SR R 2 nm 3u _
512 1056.28 39.7 x 10°um
128 Virtex 11.85 24120 LUTSs, 81 DSPs
B R AL ] 256 UltraScale+ 17.55 87 622 LUTSs, 289 DSPs
512 XCVU9P 25.68 329 868 LUTs, 1089 DSPs
256 57 22 580 ALMs, 90 DSPs
FHETIRA AR HAREEH 512 Agilex7 82 277 344 ALMs, 1710 DSPs
1024 104 142 972 ALMs, 975 DSPs
128 8.63 12 165 LUTSs, 85 DSPs
Virtex
256 15.57 50 064 LUTSs, 280 DSPs
R FAIE UltraScale+
512 XCVU9P 26.79 178 631 LUTs, 517 DSPs
1024 50.15 736 581 LUTSs, 809 DSPs
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INT £9210.4%, F T 3E 07 4R B ki 52 57 5 F)
YT JIENBE N T £ 276%

= SR A2 TN * SEEF LRI E (<107 pm?)
= AR AL I = AL BULUTs)

= SE TR A 20 RO B B0E S IE -+ I 4 TR B (ALMs)

= 3 B A F A SN A 4 BA K A(LUTS)
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10°
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N NN [ R / /
128 o T024
L8 /bit

K10 s S LA I - B

FEREAT SHRTEFE T T, 7 R HRR IS H 7
TG LUT Jik, B A3k R AL i 7 ik
DL 128 bit SEHL A, T LUT #& M 24 120 4
BEZ 12 1651, FEIENZ149.6%, [FIRT DSP B
fifi ] B e R AE AR T KT o PP BE R AR A AR B K
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RS 4 A 1 £ 3R 4 B R s S s i s ik, TE
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PR SR 1 — PR AL T L
3.3 CG-NTT Wy RETTMH

NEIEA SR ST B A AR R A 571
SEhAFRE NI CG-NTT 44 (Ours) HIMLAL
PE, LT Xilinx Virtex UltraScale+ XCVU9P *f
&, XA LS CT-NTT 424498, Bl CG-NTT!
ZEM Je AR T7 RAE AR B G254 B (M
Fo LHRSHEHEINT 1, ZIANLEE
N=4096", RHMAET 22 RKNTTIZH .
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KT mkE B s BRI AR . A, RSO R
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6.17 5 F1 1.14 4%, RUPHAE AL FTHRE R
BEGE. MRBIE T 323 5 HERE X A 5t
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